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Embedded Configuration Manager
Welcome to the Embedded Configuration Manger.

This is your configuration central for all Embedded Lockdown Features.
‘You can activate the features below and configure them in the the appropriate category on the left.

Lockdown Features

You can enable all desired lockdown features that should be installed here.
Please note, that you must reboot to enable or disable the features.

@D custom Logon
@D Keyboard Filter
@D shell Launcher

@D unified Write Filter
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Microsoft Embedded Lockdown Manager

Elbacom Embedded Configuration Manager
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Embedded Configuration Manager

Windows 10 IoT Enterprise 2016

Windows 10 loT Enterprise 2015

Windows Embedded 8.1 Industry Pro Windows Embedded 8.1 Industry Pro

Window Embedded 8 Standard Window Embedded 8 Standard

Microsoft Embedded Lockdown Manager Elbacom Embedded Configuration Manager
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L ockdown Features

Assigned Access

Shell Launcher

Notification

Embedded Logon AppLocker Settings

MessageBox
AutoReply Keyboard Filter USB Device Policy

Unbranded Boot Auto Logon Shutdown Resolver

Shutdown
Application Error

Unified Write Filter

Device Guard

LBW Windows 10 loT Enter;&rise
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Embedded Configuration Manager

= Easy-to-use configuration center for all
Lockdown Features

= Works with features from Windows 8.1
and later

= Fasy activation of features

Application

Unified Write Filter

Device Guard

a Embedded Configuration Manager

Embedded Configuration Manager

Lockdown Features

I @& Home Welcome to the Embedded Configuration Manger.
This is your configuration central for all Embedded Lockdown Features.

b Assigned Access . : )
g You can activate the features below and configure them in the the appropriate category on the left.

©® Embedded Boot
Custom Logon
2 J Lockdown Features
EA Keyboard Filter
You can enable all desired lockdown features that should be installed here.

Shell Launcher .
= Please note, that you must reboot to enable or disable the features.

Fj unified Write Filter
*% USB Device Policy D Custom Logon

£t General @D «Keyboard Filter

D Shell Launcher

@ unified Write Filter
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Assigned Access

= Fasy configuration via
Embedded Configuration Manager

= UWP shell for specific user
= KioskMode
= Custom close behaviour

= Shutdown
= Restart OS
= Restart Shell

€A,

a Embedded Configuration Manager

Lockdown Features
@& Home

I b Assigned Access
©® Embedded Boot
‘l Custom Logon

B= Keyboard Filter
E2 shell Launcher

P Unified Write Filter
*% USB Device Policy

1} General

Assigned Access

You can restrict a local standard user account so that it only has access to one Windows app.

D Enable KioskMode

Supresses the complete Desktop Ul and disables all touch edge gestures and most key combinations.

Choose which account will have assigned access

HEWEO‘IG

Choose which app this account can access

Calculator

Apply changes

Discard changes
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Fmbedded Boot

a Embedded Configuration Manager

= Fasy configuration via

Embedded Configuration Manager Lockdown Features Embedded Boot
@ Home Embedded Boot allows to customize the Windows boot experience.
# Assigned Access
I © tmbedded Boot ‘D Disable F8 Boot Menu
||
S u p p [ess BOOt' Og O 2 custom Logon @ Disable F10 Boot Menu
. E= Keyboard Filter
||
Suppress Status Rlng & shell Launcher Branding
P Unified Write Filter
||
Suppress Status TeXt “ USB Device Policy ‘) Hide Complete Boot Ul
o Suppresses all Windows Ul elements (logo, status indicator and status message) during startup.
General

Replace Logo in UEFI

perating system

Apply changes Discard changes
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Custom Logon

= Fasy configuration via
Embedded Configuration Manager

= gutomatic user logon

= no logon GUI during the logon process
= customizable logon screen

Shutdown
Application Error

a Embedded Configuration Manager

Lockdown Features
@& Home

b Assigned Access
©® Embedded Boot
I‘l Custom Logon
B= Keyboard Filter
E2 shell Launcher

P Unified Write Filter
*% USB Device Policy

1} General

Automatic Logon

Sign into Windows without specifying a user name or password at startup.

Q Enable Auto Logon

Domain (optional)

Username

‘w.unger@elbacom.com ‘

Password

ek R Rk ‘

Branding

Windows allows you to customize the logon experience. You can completely
suppress the logon Ul or disable certain elements.

Q Suppress Legon Ul
@ Disable Blocked Shutdown Resolver
@ Disable all Welcome screen Ul elements

@ Disable Ease of Access

Apply changes

Discard changes
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Keyboard Filter

a Embedded Configuration Manager

= Fasy configuration via

Embedded Configuration Manager Lockdown Features Keyboard Filter
& Home The keyboard filter allows you to block certain keys or key combinations.
7o Assigned Access @ Disable Keyboard Filter for Administrators
. . . ©® Embedded Boot
Disable E f A F
= Key and Key combination blocking 9 custom Logon @) Disable Ease of Access Features
I B&E Keyboard Filter
E2 shell Launcher Breakout Key
' . P Unified Write Filter The breakout key allows user to break out of an account that is locked down with the Keyboard Filter.
" B rea |<O Ut key CcO nfl g u ratl on “ USB Device Policy Pressing the breakout key 5 times in a row will switch to the Welcome screen.
¥ General Breakout Key:  Disabled
u C a ﬂ be d | Sa b | e for Ad m | n |Strato rS Change breakout key Disable breakout key

Predefined Keys

Please check all key combination that should be allowed.

Key combination Description State -
O Al All Alt Keys Blocked
Alt+F4 Application Close Allowed v
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Shell Launcher

= Fasy configuration via
Embedded Configuration Manager

Default shell configuration

Different shell for different users

= Custom close behaviour
= Shutdown
= Restart OS
= Restart Shell

€A,

a Embedded Configuration Manager

Lockdown Features
@& Home

b Assigned Access
©® Embedded Boot
‘l Custom Logon

B= Keyboard Filter

I &3 shell Launcher

P Unified Write Filter
*% USB Device Policy

1} General

Shell Launcher

Sign into Windows without specifying a user name or password at startup.

@ Enable Shell Launcher
Enabling shell launcher will replace the shell for all unconfigured user accounts
with the default shell below.

Default Shell

This settings sets the default shell for all user accounts that are not configured below.

Shell application: CA\Windows\notepad.exe

Exit action: Do Nothing
o

Custom Shells

You can configure different shells for different user accounts or groups.

Account or Group Shell
ATLAXTWUSB\EW2016

chwindows\notepad.exe
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Unified Write Filter

= Fasy configuration via
Embedded Configuration Manager

= Filter settings configurable
= File & Registry exclusions

Servicing mode

, Exclusion

Combined View

Physical Drive

m&Erﬂ]Ehegb»

a Embedded Configuration Manager

Lockdown Features

Home

Assigned Access
Embedded Boot
Custom Logon
Keyboard Filter
Shell Launcher
Unified Write Filter

USB Device Policy

General

Unified Write Filter
Protect your system from unwanted changes by enabling the Unified Write Filter.

Current filter state:  Disabled

D Enable filtering

Reboot required

Overlay Settings
Configure where Unified Write Filter should store the changes made during the runtime.

You can also change the maximum size of the overlay.
The overlay space will always be compressed to save storage!

® RAM Overlay O Disk Overlay

1024

Qverlay size in MB:

Protected Volumes

You can specify the volumes that should be protected by the Unified Write Filter.

Pending Restart
Unprotected

Volume Current State
C Unprotected

Discard changes

Apply changes
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USB Device Policy

a Embedded Configuration Manager

= Fasy configuration via
Embedded Configuration Manager Lockdown Features USB Device Policy

@ Home You can create a blacklist of USB devices that are not allowed to be connected to the system.

“a Assigned Access @ Enable all devices for Administrators
© Embedded Boot

= DeV|Ce | D @ Custom Logon D Disable Removable Devices

. E= Keyboard Filter Devices that are already installed on the system must be uninstalled in the Device Manager
u D e\/| Ce C | a S S £ Shell Launcher first. Otherwise the system will not allow or block them properly!
: P Unified Write Filter - -
= Removable Devices | o8 et Blacklisted devices
evice Policy
You can add device IDs below that should be blocked from being installed on the system.
£+ General -
Name Device ID
= Administrator bypass

Gene Dever Detals Everts

[, " CO00RAN 33 LSS Deves

Devostps.  Oher devioss
Mandacirsr.  Uninown
Lecatir: 1 USH Mass Storage Device.

Deves s
[ diversfor e device e nct insaed. (Code 28)

The ietafiion of #is device & fobidden by sysem pelicy
Cortact your sytem stimnatator.

To finc v fos i davice, click Updata Dever.

Lpdate Dever.

Apply changes Discard changes

o ][ oo

bL BW OElbacom — Wolfgang Unger MVP




General

= Collection of various settings

= Disable
= Touch Gestures
= Complete Touch
= OneDrive
Toast Notifications

€A,

a Embedded Configuration Manager

Touch Settings

Lockdown Features

o H

@' Home D Disable Touch Gestures

= Assigned Access Disables the edge swipe gestures to open the Task Switcher, Action Center, etc.
© Embedded Boot @ Disable Touch

Disables the complete touch functionality in Windows

‘l Custom Logon
E= Keyboard Filter
Ed shell Launcher
P Unified Write Filter D Disable Notifications

Disables all Toast Motifications

Notification Settings

*% USB Device Policy

I £+ General
OneDrive Settings

D Disable OneDrive

D Hide OneDrive in File Explorer

Please note, that changing touch settings or disabling OneDrive will require a reboot.

Apply changes Discard changes
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